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COMMUNICATIONS AND WARNING

I.
PURPOSE

This Annex provides information and guidance concerning available communications and warning systems within *** County and the inter-operability with others beyond the county border. The communications and warning systems are discussed, and procedures for their use during emergency operations are outlined. 
II.
SITUATION

A countywide communications center is located in the *** County Sheriff’s Office at the Courthouse in _______. The ________ Police Department and *** County Sheriff are staffed on a 24-hour basis. Sufficient communications and warning equipment is available to provide communications necessary for most emergency situations. In disasters, augmentation may be required.


A.
Hazards vary in predictability and speed of onset; therefore, time available for warning may vary from ample to none.


B.
The County has ____ facilities (describe or list the hospital, nursing home, jail, recreation area, isolated rural churches, park, etc. requiring specific warning that a hazard exists. Emergency response vehicles may be needed to help warn these facilities.


C.
Agreements exist between the United States, Russia, and other countries to reduce the risk of nuclear war because of an accidental, unauthorized, or other unexplained incident involving a nuclear weapon. The National Warning System (NAWAS) would broadcast any warnings if such an unlikely incident threatened the United States.

III.
ASSUMPTIONS and PLANNING FACTORS

A.
Communications and warning are vital to the effective and efficient preparedness, response and recovery activities during emergency operations. 


B.
Some people that are directly threatened by a hazard may ignore, not hear, or not understand the warnings issued.


C.
Volunteer radio groups such as REACT, Civil Air Patrol, and local/regional amateur radio clubs may respond to the County EOC upon notification of a disaster.


D.
Cyber-attacks on governmental communication systems, computers, smartphones, cellphones, etc. are increasing. Such attacks may disrupt operational and recovery operations and may have a negative impact on the community economic restoration.


E.
The EOC staff, first response agencies and the Communications Centers have formalized and tested communications restoration and recovery plans to cover the loss of power, computer disruptions, loss of transmission towers, etc. 
IV.
ORGANIZATION and RESPONSIBILITIES

The communications and warning function is directed and coordinated by the Communications Center. Each emergency service may also have and maintain their internal system and is fully interoperable with the Communications Center. (Make it read the way it should be.)


A.
Each agency’s or emergency services Communications Officer is responsible for the supervision of all activities within their respective communications center.

B.
Each agency will provide sufficient cyber security awareness and security training to the users of the communications and warning equipment as well as providing cyber protection to the equipment and systems. 

C.
Each entity will maintain a current roster of personnel for recall on short notice.


D.
Emergency Management Communications assists jurisdictions by recruiting and coordinating amateur, REACT/CB, Civil Air Patrol, and Business Band radio operators and their equipment. 
V.
CONCEPT of OPERATIONS

A.
Communications



1.
The Emergency Operation Center (EOC)



a.
The EOC is equipped with adequate communications equipment to transmit and receive pertinent information. See Attachment 1 for communications capabilities.




b.
In the event of commercial power failure, a ________ will provide power for essential equipment in both the EOC and communications center.



c.
There are (the # of lines) installed and readily available telephone lines in the EOC. (List other types of communications available such as wireless internet, multi-device notification systems, etc.)




i.
Cellular phones will quickly fail due to system overload or loss of one or more cellular towers in or near the county. Prior arrangements with the cellular provider(s) may enable the use of selected cellular phones.





ii.
The Executive Group and/or the Communications Coordinator shall establish the priority of service restoration, both cellular and non-cellular.

NOTE: 2, 3, & 4 may need to be combined to fit the specific County situation.


2.
*** County Communications Center (911)



a.
The County Communication Center is located ________ and provides services to various public safety agencies, including the ________ Police and the *** County Sheriff. Radio frequencies used on a daily basis are listed in Attachment 1.




b.
The *** County Communications Center is a warning point in the National Warning System (NAWAS). Warnings will be received via the NAWAS distribution system to include the National Weather Service's severe weather warnings.




c.
The County Communications Center has interoperable communication links with the surrounding counties of (or communities of) _________.


3.
### Police Department Communications Center



a.
The City of ________ Police Department is a warning point in the National Warning System (NAWAS). Warnings are received via the NAWAS distribution system to include the National Weather Service's severe weather warnings. Radio frequencies used on a daily basis are listed in Attachment 1.




b.
The Police Department is/ is not equipped with auxiliary power to continue operations should a power outage occur.


4.
*** County Sheriff's Office




a.
The Sheriff's Office is located ________ in ________. The frequencies used on a daily basis are listed in Attachment 3.




b.
The Sheriff's Office is/ is not equipped with auxiliary power to continue operations should a power outage occur.



5.
Nebraska State Patrol 



a.
The Nebraska State Patrol Troop headquarters is located in ________ and provides service to *** County. The frequencies used on a daily basis are listed in Attachment 1.




b.
The NSP, cooperating with local, state and federal law enforcement agencies, will provide essential information to the county, city and village agencies that may be involved with a situation, on a ‘need to know’ basis from the State Fusion Center.




c.
The Nebraska State Mobile Command Post can provide communications resources with an emphasis on law enforcement operations. By using programmable equipment it will be capable of transmitting and receiving within the following ranges:





i.
VHF Low Band
29.7 to 50.0 MHz.





ii.
VHF High Band
148.0 to 174.0 MHz.





iii.
UHF


450.0 to 470.0 MHz.




iv.
800 MHz radios
700 to 800 MHz.





v.
VHF High band, UHF band and the Motorola 800 radios are capable of narrow or wide band operations, analog or digital, conforming to P25 standards.





vi.
EDACS 800 radios for operation on City of Lincoln/Lancaster County or RACOM networks in the Norfolk area.


6.
Local and Area Hospitals 



a.
The ________ Hospital has sufficient dedicated electronic communications equipment for day-to-day medical surge activity. The equipment includes: (EM please CONFIRM availability and dedicated means ) two-way radios (list frequencies in the Attach 3) cell phones, satellite phones, wireless, Citizen Band, HAM, Health Alert Network, Telehealth Network. 



b.
The medical communications system includes plans for continuity of operations (COOP) in the event of power outages, disruption or lack of access to the facility (storm damaged) and after hours. The system designated the protocols and SOPs for Incident Management, EMS and other first response, coordination with the EOC, and region inter-connectivity during a disaster. The communications systems also includes a plan for implementing a Joint Information Center with the EOC, elected officials, field responders, support agencies and regional health care facilities.


7.
Other Jurisdictions



Communication capabilities exist in other jurisdictions within the County and are listed in Attachment 1. Regional capabilities are also listed.


8.
Amateur Radio



The ________ Amateur Radio Club may provide additional communications during response and recovery operations. They will relocate with their equipment to the designated operating location.


9.
REACT (or CB Club)




________ REACT may also support emergency communications. 



10.
Civil Air Patrol



During a disaster, members of the _________ Squadron and the Nebraska Wing of the Civil Air Patrol can support the County disaster relief operations with VHF and UHF frequency radio, as well as assist with damage assessment, disaster welfare inquiries and aerial reconnaissance/damage assessment.



11.
Communication Systems Maintenance, Testing and Protection 



Local provisions are in place to provide professional maintenance, repair and periodic operational tests of all communications systems, including outdoor warning system and other electronic media and computer communications systems. Immediate corrective actions for any problems identified are completed.


B.
Warning



1.
The National Warning System (NAWAS) is a Federal system of high priority, dedicated communications. 



a.
The Nebraska NAWAS System is that part of the National Warning System within the State.




b.
The Nebraska Emergency Management Agency Communications Officer is responsible for the operation of the Nebraska system. The telephone company performs maintenance.




c.
The State Warning Point is at the Nebraska State Patrol Dispatch at the Joint Forces Headquarters (JFHQ) in Lincoln, and the State Emergency Operating Center (NEMA) is designated as the Alternate State Warning Point.



d.
Although warning information can originate from several sources, all relevant warning information is passed via the NAWAS system to all warning points within the State. This system is outlined on Attachment 4, the Nebraska Emergency Management Warning Network.


2.
Notification of Officials




a.
The ________ Dispatcher will alert city/county officials, the County Emergency Management Director and others on the County EOC staff immediately after initiating public warning. 



b.
Pagers are utilized to provide warning to various governmental and non-governmental agencies. Pagers are activated by the ________.



3.
Warning the Public




a.
The ________ will provide warning to the public by activating all fixed sirens in the County, either simultaneously or individually. 




b.
The authority to activate the sirens in ________ and ________ rests with the individual Fire Chief. (Make it read correctly for each jurisdiction). Sirens are intended for out-of-doors warning only.



c.
Public warnings may also be provided by loudspeakers or sirens on emergency vehicles or by immediate broadcast via radio station(s) ________, television station ___, and the ____ cable system.



d.
Warnings, disaster information and instructions are provided to identified access and functional needs populations by 


 (list the means, if different from above, of how your community communicates with these populations)


4.
Tornado Watch



The County has an established tornado-spotting program with assistance from ________ rural spotters, ________ amateurs, and law enforcement personnel. Reports from REACT and amateur spotters are made to the ________ who in turn contacts the ________ via ________. Reports from the public, rural spotters and law enforcement personnel are made directly to their respective agency. In the event phone lines to ________ are busy, the alternate agency to notify is the County Sheriff.



5.
Flood Watch/Warning



a.
Emergency Preparedness Plans for the ________ Watershed/Dam have been developed by the ________ Natural Resources District. These plans include Notification Lists whereby the County Sheriff will contact residents in the area and agencies involved should a hazardous situation occur (reference Annex E, Appendix 1 for operational procedures).




b.
The National Weather Service (NWS) monitors conditions that may lead to flooding, i.e., ice dams, rainfall, and snow melt. NWS may also contact observers such as the 

to make local assessments of river or stream conditions or to report data from the non-automated river gauges. Based on the data received, the Valley Office of the NWS will issue warnings and watches as warranted.




c.
The public is notified ... (describe how they are notified include means to reach access and functional needs populations).


6.
Hazardous Materials Incidents




a.
The owner of a facility is required to notify the State Department of Environment and Energy (NDEE) upon discovery of a release of a hazardous substance of reportable quantity (RQ) or greater, according to DEQ Regulation Title 126. A fixed facility that has a release of an extremely hazardous chemical above the 302(a) reportable quantity (RQ) of SARA Title III requires notification under section 102(a) of CERCLA. They shall notify, immediately after the release, the Community Emergency Coordinator (CEC) identified in Annex F, IV, B, of any area likely to be affected by the release and the State Emergency Response Commission of any state likely to be affected by the release. This notification will be by the most expedient means possible (see Annex F, Appendix 1, Attachment 2, "Hazardous Materials Incident Notification").




b.
A transportation incident of a substance subject to 302(a) requirements shall satisfy notification requirements by dialing 911 or, in the absence of a 911 system, calling the operator.




c.
The notification requirements under section 304(b) will be met by using the "Hazardous Materials Incident Report", Annex F, Appendix 1, Attachment 2. Report as much information that is known at the time of notification.




d.
The public is notified..(see above). (Work with the jurisdiction to develop this area for notifying the public of a hazardous materials incident.)


7.
The Nebraska Emergency Alert System (EAS) provides disaster information and instruction to the public through radio, television and cable system(s). Local officials have the authority to request activation of the Nebraska EAS web/network by contacting their Local Station (LP-1 or LP as listed in the Nebraska Plan EAS) to provide information to the people in that operational area (Attachment 2).



8.
Some local jurisdictions may provide multiple broadcasts of alert and warning messages for any hazard or emergency through the Integrated Public Alert and Warning System (IPAWS).


9.
Warnings and emergency information can be broadcast by ______ cable TV in _______. The ________ has override access to the system(s) and can initiate messages from the _________ (dispatcher, EOC by phone; list the methods).


10.
By law, the Nebraska Education Telecommunications (NET) provides text decoded emergency information that includes severe weather warnings and reports from the National Weather Service. Many commercial television stations will also broadcast emergency public information text and audio alerts.

VI.
ADMINISTRATION and LOGISTICS

A.
Records



The Executive Group will ensure that adequate records of all local government agencies communications expenses; Law, Fire, EMS, Public Works, Roads, etc. are maintained.


B.
Plan Maintenance



The Communications Officer(s) will be responsible for assisting the Emergency Management Director in the maintenance and improvement of this Annex. The Annex will be reviewed, updated, and modified as necessary, but not less than annually.

VII.
TRAINING and EXERCISING


A.
Training



1.
Each agency or organization assigning personnel to the EOC for communications and warning purposes is responsible for ensuring that those individuals are adequately trained to use the equipment, are familiar with the procedures of the EOC, and understand the unique operating procedures.



2.
The training program will be consistent with the five-year Homeland Security Exercise Plan. All training supported by the Homeland Security grant process must be DHS (Department of Homeland Security) approved.


B.
Exercising



All exercises and drills will be evaluated and any follow-up activities conducted in accordance with the Homeland Security Exercise and Evaluation Program (HSEEP).
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