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Nebraska Homeland Security Strategy 
 

Nebraska’s homeland security strategy is based on the recognition that readiness, response, and recovery begin 
and end locally. The role of the state is to provide leadership and support to local areas to ensure critical 
government and business functions, and essential services are protected or restored. These vital services are 
framed as “Community Lifelines” covering eight key areas: Safety and Security; Food, Hydration, and Shelter; 
Health and Medical; Energy (Power and Fuel); Communications; Transportation; Hazardous Material Management; 
and Water Systems.  

Figure 1. Community Lifelines 

 

GOAL 
Our overarching strategic goal is to ensure all Community Lifelines are functioning and available, resulting in a safe 
and secure Nebraska.  

PRIORITY AREAS 
All lifelines are important; however, the Homeland Security Policy Group has prioritized six overarching areas for 
strategic investment toward the ultimate goal of reducing or eliminating vulnerabilities associated with the threats 
facing our state.  

• Agriculture 
• Cybersecurity 
• Communications  
• Safety and Security  
• Health and Medical 
• Critical Infrastructure (Water, Energy) 

Agriculture applies to multiple lifeline areas. Agriculture is the biggest industry in the state and as such, a 
disruption would have severe economic impact across Nebraska and around the world. Key threats include both 
man-made and natural events affecting animals, plants, food security and the global supply chain.  

Cybersecurity applies to all lifeline areas. Emerging technologies move information and connect us to the world. 
Just as interstate highway systems were critical for security in the mid 20th century, secure technology pathways 
are now essential to almost every system and Lifeline. Key threats in this area include foreign and domestic 
criminal activity focused on disrupting technology used to support lifelines, disinformation, human error, and 
disruptions due to disaster situations.   

Communications include Nebraska’s infrastructure to support broadband, alerts and warnings, emergency 
response, and interoperable responder communications. Nebraska has invested heavily in infrastructure to 
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support communications in the past. Continued investment should include testing, updating, and innovating 
communication capabilities across lifeline areas. Key threats to communication infrastructure and effective 
communication with the public during emergencies include technological attacks and failures, disruption due to 
disasters, and lack of infrastructure in some areas of the state. Planning should address deliberate and 
unintentional communication outages that create cross-cutting vulnerabilities for all sectors, including agriculture, 
water, and energy.  

Safety and Security is foundational to order and an expectation of all Nebraskans. This includes safety at the 
community level with efficient government services and infrastructure supporting law enforcement, fire and 
rescue services, and other protective services and actions. Critical threats to Nebraska’s safety and security include 
acts of targeted violence, disaster situations, and unsecure space near critical infrastructure (air and land). 
Nebraska depends on volunteers to fill disaster and emergency-response roles in many rural areas of the state 
which is a strength and a challenge. Rural fire and rescue personnel are often volunteers. Supporting the 
development of qualified volunteers in these roles enhances the safety and security of Nebraskans. Nebraska’s 
hazardous material teams are also integral to keeping our communities safe and every area of the state should 
have ready access to this service when needed.      

Health and Medical includes medical care across the lifespan, the medical supply chain, public health systems 
(behavioral health, human services, health surveillance), and fatality management. Threats to health and medical 
infrastructure include disruption of facility operations due to technology failure, disaster, or targeted violence; 
human error; shortage of qualified professionals to provide care; and an aging population requiring increasingly 
complex care.  

Critical Infrastructure (Water, Energy, Transportation) includes the power grid serving Nebraska, fuel, and water 
infrastructure. Water is critical to Nebraska’s agricultural economy and daily life. Water systems in Nebraska 
include irrigation resources, potable water infrastructure, and wastewater management. Many of Nebraska’s rural 
residents depend on private wells for water. The complex, interconnected nature of energy and water in Nebraska 
tie them together as a priority.  

 

The Governor and Homeland Security Policy Group may elect to alter these priority areas by amending this 
strategy if significant progress is made or if emerging threats require it. 
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