*** COUNTY LEOP
ANNEX H


APPENDIX 1


TERRORISM

I.
PURPOSE


A.
Introduction:


1.
In February 2003, the White House issued Homeland Security Presidential Directive 5 (HSPD-5), “Management of Domestic Incidents,” to enhance the ability to manage domestic incidents by establishing a single, comprehensive national incident management system.



2.
In March 2011, the White House issued Presidential Policy Directive 8 (PPD-8), “National Preparedness,” to strengthen the security and resilience of the United States through systematic preparation for the threats that pose the greatest risk to the security of the Nation, including acts of terrorism, cyber-attacks, pandemics, and catastrophic natural disasters by requiring a national preparedness goal that identifies the core capabilities necessary for preparedness and a national preparedness system to guide activities that will enable the Nation to achieve the goal.


3.
Terrorism, as defined by the Federal Bureau of Investigation is the unlawful use of force against persons or property to intimidate or coerce a government, the civilian population, or any segment thereof in furtherance of political or social objectives. An act of terrorism incorporates all four of these elements.

B.
Purpose of This Appendix:


1.
To provide guidelines for assessing threats and reducing a community’s vulnerability to terrorism.



2.
To assist in developing a comprehensive and integrated plan for local governments to work in cooperation with state and federal agencies in responding to and managing the “crisis” of terrorism, including the use of nuclear, biological, chemical, and other weapons of mass destruction (WMD).



3.
To provide guidance in coordinating “consequence” recovery activities in the community after a terrorist incident.

II.
SITUATION

A.
Scope of This Appendix:


1.
This Appendix applies to all threats or acts of terrorism within the county and to the departments/agencies that may be required to respond to a threat or act of terrorism.



2.
This Appendix builds upon concepts already addressed in this Local Emergency Operations Plan (LEOP) to respond to and recover from a broad spectrum of hazards, but it will also address unique actions necessary to respond to a terrorist act.




a.
On the local level, initial response will be by local authorities, using an Incident Management System in accordance with HSPD-5.




b.
When the incident is identified as a terrorist act or there is a credible threat, the State may request Federal assistance in accordance with PPD-8. 


B.
Conditions:


1.
Concern or an actual threat of terrorism may prompt precautionary measures. A credible threat scenario will initiate a threat assessment led by the Federal Bureau of Investigation. 



2.
Significant threat or act of terrorism will cause a response as described in this Appendix.

III.
Assumptions and Planning Factors

A.
All communities are vulnerable to acts of terrorism from local, national or international sources.

B.
Terrorist events may occur in a single area or simultaneous in multiple geographic areas and may result in immediate mass casualties such as an explosion or delayed casualties as in bio chemical incidents.


C.
Terrorist events may occur with little or no warning and involve one or more tactics to include WMD, bombing, hostage taking, etc.


D.
The fact that an emergency was a result of a terrorist act may not be determined until days, weeks, or months after the event has occurred.


E.
The local Emergency Management organization is based on a broad, functionally oriented, multi-hazard approach to disasters that can be quickly and effectively integrated with all levels of government. 

F.
No single agency at the local, state, federal, or private level possesses the expertise to act unilaterally in response to threats/acts of terrorism, particularly if weapons of mass destruction are involved.


G.
Terrorism against a large population may overwhelm local and state government almost immediately; major events involving WMD may overwhelm federal capabilities as well.


H.
If protective capabilities are not available, responders cannot be required to put their own lives at risk in order to enter a perimeter contaminated with nuclear, biological, or chemical (NBC) material. The perimeter may be closed until the effects of the NBC materials have degraded to safe levels.
IV.
CONCEPT of OPERATIONS

A.
Hazardous Analysis:


Emergency Management, in coordination with law enforcement and other appropriate agencies, should conduct a Hazards Analysis to identify facilities/individuals, essential services, and activities that might be at risk from terrorism.


B.
Initial Response To Terrorism:


1.
When the incident is suspected to be or is identified as a result of a terrorist act, the following agencies will be notified:




a.
Federal Bureau of Investigation, 



b.
Nebraska State Patrol, and the



c.
Nebraska Emergency Management Agency.


2.
All responding and cooperating agencies will use the NIMS. 


3.
The local Emergency Management organization will provide the framework for local resource coordination and deployment to support the Incident Command. The EM will also be responsible for coordinating recovery efforts from a terrorist incident. 


C.
Site Assessment:


1.
The site assessment of the threat and risks will determine protective actions for the responders and the public.



2.
Personal protective equipment recommendations are based on risk.


3.
The IC will determine if evacuation or in-place sheltering is needed.


4.
The area must be immediately evacuated when a secondary device is suspected or discovered.


5.
Security and access control measures in and around the disaster site will be implemented immediately by first responders to ensure public and responder safety as well as facilitate response and recovery initiatives. 



6.
Local law enforcement will immediately begin working with all responders to maximize the preservation of the crime scene. 


D.
Beyond Local Capability:


Response to a terrorist event will involve multiple jurisdictions and levels of government. As state and federal resources arrive, response and recovery operations will be structured to include federal, state and local representation per NIMS. 


E.
Command Structure:


The Unified Command (UC) will incorporate multi-levels of response similar to the Incident Management System already functioning at the local level. To effectively address the situation, members of UC are jointly responsible for the development of objectives, priorities, and operational strategy (Incident Action Plan). 

F.
Unified Command:


1.
All agencies responding to the emergency in the field report to one Unified Command Post and follow one Incident Action Plan (IAP).



2.
Factors determining agencies responding will be: 




a.
The terrorist tactics employed, 




b.
The challenges presented by the scope and nature of the incident,




c.
The target group involved, 




d.
The response and recovery capabilities of the affected community. 



3.
The Operations Section Chief, designated by the Unified Commander, will be responsible for the implementation of the Incident Action Plan. The Operations Section Chief qualifications include a variety of factors such as:



a.
An understanding/experience of NIMS procedures in multi-agency responses,



b.
Existing statutory authority,




c.
Which agency has the most involvement for that operational period,



d.
The amount of resources involved, and



e.
Mutual knowledge of the individual’s qualifications. 


4.
As the terrorism event unfolds, local Emergency Management and the Nebraska Emergency Management Agency will each conduct operations at their respective Emergency Operations Centers with coordination between local and state agencies maintained as in any other disaster. 



5.
The FBI may request local representation at the Joint Operations Center.

G.
Joint Field Office:


The FBI Field Office responsible for the incident site can modify its Command Post to function as a Joint Operations Center (JOC). The JOC may be integrated into the Joint Field Office established by federal agencies during large-scale incidents. Selected local, state, and federal Consequence Management agencies may be requested to serve in the four areas at the JOC:



1.
Command Group (multi-agency),



2.
Operations Group (from NRP Nov. 2004),


3.
Operations Support Group (media – public information functions),



4.
Consequence Management Group (liaisons).


H.
Technical Support


1.
After notification to federal authorities of a suspected, threatened, or actual terrorist incident, both the FBI and FEMA can request federal agencies to support operations. These agencies/teams will provide specialists with technical expertise to deal with a full range of terrorist tactics to include nuclear, biological, and chemical incidents. 



a.
The FBI may deploy a Domestic Emergency Support Team (DEST) to provide expert advice/assistance to the on-scene commander in the event of a major terrorism event.




b.
DHS/FEMA from the Regional Response Coordination Center can activate an Emergency Response Team – Advance Element to the scene, and/or request response of federal agencies that have been assigned duties under the functions of the National Response Plan. 



2.
Local and state specialized teams (i.e., hazardous materials, crime narcotics, gang, hostage, etc.) who have skills and equipment to support these operations will assist federal teams, as directed.


I.
Preserving The Crime Scene:


1.
Because of the nature of terrorist acts involving a variety of tactics, law enforcement personnel will work with other responders to: 




a.
Preserve the crime scene while developing strategies to protect response personnel,




b.
Carry out life-saving actions, 




c.
Implement necessary protective actions,




d.
Define and contain the hazard. 


2.
First responders become potential witnesses, investigators, and sources of intelligence in support of the crime scene investigation. Training should emphasize that all incidents are a potential crime scene that may provide evidence in determining the cause of the event and in identifying the responsible parties. First responders should review and modify their response procedures to preserve the crime scene without compromising functional responsibilities, standards of service or safety.

J.
Accessibility Policies:


1.
Once the life-saving activities and the investigation of the crime scene are completed and the area is considered safe, the area will be made accessible to damage assessment teams, restoration teams, property owners, insurance adjusters, media, etc. However, access to the area may still be limited depending on the extent of damage sustained, general conditions of the area and who has requested access. 



2.
The appropriate local, state, and federal officials will develop the site accessibility and re-entry policies. Policies will define:




a.
Who has access to the damaged areas, 




b.
Any time restrictions regarding access, 




c.
Whether escorts are necessary, and



d.
What protective equipment is required to enter the area.



3.
Identification and accountability systems are developed for emergency workers, media, property owners, insurance adjusters, etc. utilizing a system of passes, colored badges, name tags, arm bands, etc. Security personnel are responsible for enforcing these policies and procedures. 



4.
On site potential hazards or risks are identified and cordoned with the appropriate isolation and warning devices. 

V.
RESPONSIBILITIES

A.
Procedures that are unique in responding to a terrorist act include: 


1.
Law Enforcement, lead by the FBI, is responsible for the definition of the perimeter, control of access to the area, investigation of the crime and the collection of physical evidence.



2.
Fire Service is responsible for fire suppression, search and rescue and hazardous materials response to the level of their training and equipment. See Annex F.



3.
Emergency Medical is responsible for triage, treatment and transport of victims. See Annex G.



4.
Public Works is responsible for debris removal, utilities, and to aid in traffic management. See Annex K.



5.
Emergency Management is responsible for coordinating public information, damage assessment, sheltering, volunteer coordination, human services, and resource management.


B.
Events of national scale will involve the additional agencies or offices and may request support or intelligence from local responders:



1.
The U.S. Attorney General has the lead responsibility for criminal investigations of terrorist acts or threats by individuals or groups, as well as for coordinating activities of the other law enforcement agencies to detect, prevent, pre-empt and disrupt terrorist attacks against the United States. This includes actions based on specific intelligence or law enforcement information.



2.
The Secretary of Defense may authorize Defense Support of Civil Authorities for domestic incidents as directed by the President or when consistent with military readiness operations and appropriate under the circumstances of law. Command of such military forces will remain with the Secretary of Defense.



3.
The Secretary of State coordinates international preparedness, response and recovery activities relating to domestic incidents and the protection of U. S. citizens and U.S. interests overseas.


4.
The Director of National Intelligence serves as the President’s principal intelligence advisor and oversees and directs the implementation of the National Intelligence program.



5.
Various Federal departments or agencies may play primary, coordinating and/or support roles based on their authorities and resources and the nature of the threat or incident.

VI.
ADMINISTRATION and LOGISTICS

A.
Records:


All agencies will maintain records of their expenses incurred in response and recovery activities to a terrorism event. 

B.
Training:


Emergency Management training for response and recovery to terrorism is available to jurisdictions by contacting the Training Office at the Nebraska Emergency Management Agency in Lincoln.

C.
Exercising:


After the planning and training elements on counter-terrorism are complete, an exercise addressing potential threats in the community should be conducted. These training and exercise activities are listed in the County’s five-year calendar.

D.
Annex Maintenance:


The County Emergency Management Director is responsible for the maintenance and improvement of this Appendix. The Appendix will be reviewed and updated as necessary but not less than annually.
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